Department of Family & Community Medicine

REQUIREMENTS FOR COMPUTER SECURITY AND CONFIDENTIALITY
UNITS: *AETC Braveman/LHts CMCN **Lakeshore **Lakeside NCCC PARN SFGH
REQUIREMENTS FOR ALL COMPUTERS
Antivirus Software X X X X X X X X
Automatic Backup X X X X X X X X
Email Disclosure X X X X X X X X
Join SOM Domain X X X X X X X X
Offsite Backup Storage X X X X X X X X
Screen Saver with Password X X X X X X X X
Unique User ID andStrong Password X X X X X X X X
Windows OS Security Updates X X X X X X X X
ADDITIONAL REQUIREMENTS FOR ALL COMPUTERS CONTAINING CONFIDENTIAL INFORMATION
Access Control X X X X X X X X
Encryption/Decryption software X X X X X X X X
Spyware removal X X X X X X X X
Sygate Personal Firewall X X X X X X X X
TripWire X X X X X X X X
Upgrade to Win2K or WinXP Pro X X X X X X X X

*  Supported by DOM at 50 Beale St.
**  Supported by Med Center

NOTES:

Requirements apply to all University-owned and Personal desktop and laptop computers used to conduct University business.
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